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Website Privacy Policy

1.Scope

This policy and standards document applies to personal information (data) collected by or on behalf
of Defence Construction Canada (DCC) on its website, social media or through email
communications. This policy does not apply to the collection, use, disclosure, protection, and
handling of the personal information of DCC employees.

2.Purpose

The purpose of this document is to describe how DCC collects, uses, discloses, protects, and
handles personal information in relation to its business operations and activities, including through its
website (https://www.dcc-cdc.gc.ca/).

In the course of its daily activities, DCC may collect personal information from individuals to provide
services, make decisions, and support its business operations, programs, and activities.

3.Personal Information

Personal Information is defined by section 3 of the Privacy Act as “information about an identifiable
individual that is recorded in any form.” Examples of personal information include information relating
to the following:

1. the individual's race, national or ethnic origin, colour, religion, age, or marital status

2. the individual's education, or medical, criminal, or employment history, or information relating

to financial transactions

any identifying number or symbol

the individual’s address, fingerprints, or blood type

personal opinions or views of the individual except when they are about another individual

correspondence the individual sent to a government institution that is implicitly or explicitly

private or confidential

views or opinions of another individual about the individual

8. views or opinions of another individual about a proposal for a grant, award, or prize to be
given to the individual by an institution

9. the individual’'s name when it appears with other personal information relating to the
individual or when the disclosure of the name itself would reveal information about the
individual.
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Personal information banks, which are descriptions of personal information held by and under the
control of DCC, can be found within DCC’s Info Source: Sources of Federal Government and
Employee Information.
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4.Guiding Principles

DCC is responsible for the protection of personal information under its control. DCC is subject to the
Access to Information Act, Privacy Act and Defence Production Act, and complies with Treasury
Board of Canada Secretariat policy instruments, including policies and directives associated with the
protection of personal information. DCC works closely with the Office of the Privacy Commissioner to
ensure compliance with the Privacy Act and maintain an appropriate breach management strategy.

DCC may use “electronic means to create, collect, receive, store, transfer, transfer, distribute,
publish or otherwise deal with documents or information”, per section 33 of Personal Information
Protection and Electronic Documents Act.

DCC’s ability to protect personal data requires ethical and responsible behaviour that aligns with 10
guiding principles:

1.

Accountability: DCC is responsible for the personal information under its control. This
includes the personal information of employees, Client-Partners, and third parties.

Identifying purposes: DCC identifies the purpose for collecting personal information before
or at the time of collection.

Consent: DCC practises informed consent, which can be either express or implied. Consent
is considered to be informed when individuals are provided with clear information explaining
what the corporation is doing with their information, such as through this policy.

Limiting collection: DCC only collects personal information for the identified purpose.
Personal information is collected under the authority of the Privacy Act, Financial
Administration Act, and Defence Production Act.

Limiting use, disclosure, and retention: DCC asks for specific consent if it wants to use
personal information for any new or additional purpose. DCC retains personal information
only as long as necessary.

Accuracy: DCC relies on individuals to provide personal information that is complete,
accurate, and up to date.

Safeguards: DCC safeguards personal information with the level of protection appropriate to
the sensitivity of the information. Employees are aware that confidentiality of personal
information must be maintained.

Openness: DCC is open about its policies and practices for the management of personal
information.

Individual access: Subject to the exceptions in the Privacy Act, individuals have the right to
access their personal information collected by DCC. This includes the ability to correct and
amend any inaccurate personal information.
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10. Providing recourse: Individuals may challenge DCC’s compliance with the above principles.

5.Collecting Your Personal Information

DCC does not contact individuals to request their personal information. It is your choice to provide
personal information to DCC. DCC will only collect your personal information when it relates directly
to DCC’s operations, services, or activities, and for the following business purposes:

1. when you visit DCC’s website

2. when you sign up to receive communications from DCC, such as a newsletter

3. when you apply for employment with DCC, or otherwise provide DCC with a copy of your
resume or other employment-related information

in connection with projects and programs administered by DCC

in connection with activities organized or sponsored by DCC

in connection with public feedback

when you contact DCC with a comment or question or otherwise provide DCC with personal
information

No ok

DCC will not, without your consent, use your personal information except for the purpose for which it
was obtained or for a consistent use.

Refer to the following appendices for information about the data tracked or collected by DCC'’s
website and social media channels:

¢ Appendix 1: Digital Markers (including cookies)

e Appendix 2: Web Analytics

¢ Appendix 3: Protecting the Security of DCC’s Website
¢ Appendix 4: Third-Party Social Media

e Appendix 5: Links to External Websites

6. Disclosing Your Personal Information

DCC does not disclose, trade, rent, sell, or otherwise transfer personal information without your
consent. Any disclosure of your personal information is in accordance with the Privacy Act.

7.Storing and Retaining Your Personal Information

Your personal information is stored within Canada on DCC systems, however, exceptionally, it may
be stored outside of Canada due to third-party service providers who may process your personal
information. DCC has measures in place to ensure that the personal information you share with DCC
is protected and handled properly. DCC destroys, erases, or otherwise disposes of your personal
information in accordance with a retention period that complies with the Privacy Act and Library and
Archives of Canada Act.

DCC retains personal information for as long as it is needed for the following reasons:
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e for business purposes to fulfill DCC’s mandate
e in connection with litigation, investigations, or related proceedings
e asrequired or permitted by applicable law

DCC has set retention periods for the various categories of personal information it holds. The
retention schedule is reviewed and updated periodically and is subject to any legal obligations to
retain certain information.

8. Safeguarding Your Personal Information

DCC has implemented administrative, technical, and physical procedures to safeguard and protect
your personal information against loss, theft, unauthorized disclosure, copying, and unauthorized
use or modification.

While DCC takes efforts to protect your personal information, DCC cannot guarantee the security of
electronic systems or email and cannot be held responsible for unauthorized or unintended access
that is beyond DCC control.

DCC also cannot guarantee, warrant, or represent in any way that the personal information you
provide will be transmitted securely or protected completely against interception, loss, misuse, or
alteration. DCC strongly recommends that you use appropriate discretion before transmitting
personal information electronically.

Hyperlinks from the DCC website to other websites are provided for convenience only and do not
constitute DCC endorsement of such websites or attest to the accuracy or reliability of the material,
content, or services provided on those sites. Such websites are independent from, and not within the
control of, DCC. Before using such websites, you should review their terms of use and privacy
policies, which may be different from DCC'’s.

9. Communicating With DCC

If you choose to communicate with DCC, DCC uses your personal information to respond to your
inquiry. DCC does not use the information to create individual profiles, nor does DCC disclose the
information to anyone other than the individual(s) who need to provide you with a response. Any
such disclosure is in accordance with the Privacy Act.

Emails and other electronic methods used to communicate with DCC (for example, the feedback
form on DCC'’s Accessibility web page) are not secure unless it is specifically stated on the
corresponding web page or messaging space. Therefore, it is recommended that you do not send
personal information through non-secure electronic means.

Refer to the following appendices for information about ensuring accuracy of personal information
and changes to this policy:

e Appendix 6: Personal Rights
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e Appendix 7: Privacy Policy Changes

10. Contact Us

Any questions, comments, concerns, or complaints you may have regarding the privacy practices
associated with DCC’s web and social media presence may be directed to DCC’s Access to
Information and Privacy Team by email, or by mail to the following address:

Defence Construction Canada
Constitution Square, 19th Floor
350 Albert Street
Ottawa ON K1A 0K3

If you are not satisfied with DCC’s response to your privacy concern, you may wish to contact
the Office of the Privacy Commissioner by telephone at 1-800-282-1376, by online form on their
website, or by mail at the following address:

Office of the Privacy Commissioner of Canada
30 Victoria Street
Gatineau, Quebec K1A 1H3
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Appendices

APPENDIX 1: DIGITAL MARKERS (INCLUDING COOKIES)

A digital marker is a resource created by your web browser when visiting DCC’s website to
remember certain pieces of information that the web server references during the same or
subsequent visits. Examples of digital markers are “cookies” and HTML5 web storage.

DCC uses sessional digital markers on some portions of its website. A “session cookie” is a small
text file that DCC’s website places on your browser that acts as an identification card. It is unique to
you and can only be read by DCC’s web server. Session cookies improve site navigation by
maintaining information from page to page. They are deleted from your computer’s hard drive when
you exit your browser.

The digital markers DCC uses do not allow DCC to identify individuals. You may adjust your browser
settings to reject digital markers, including cookies.
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APPENDIX 2: WEB ANALYTICS

DCC tracks certain types of information during your visit to its website in order to perform web
analytics. The type of information collected includes the following:

1. the IP address of the device that has contacted the website (this is not stored or retained in a
format that can be used to identify a visitor)

the type of browser used

the type of operating system used

the date and time of the visit

the pages visited and documents downloaded

aRr0eN

For the purposes of the Privacy Act, this information is treated as personal information.

DCC uses web analytics to analyze how you and other users interact with DCC’s website.
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APPENDIX 3: PROTECTING THE SECURITY OF DCC’S WEBSITE

Under section 161 of the Financial Administration Act, DCC may take reasonable measures for the
purposes of “management or protection of computer systems.” This includes taking “reasonable
measures to ensure that only data that is essential to identify, isolate or prevent harm to the
computer system will be used or retained.”

DCC employs software to monitor network traffic and identify unauthorized attempts to manipulate
information.
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APPENDIX 4: THIRD-PARTY SOCIAL MEDIA

DCC uses the following social media platforms:

X (formerly Twitter)

e Facebook

e YouTube
e LinkedIn
e Vimeo

DCC'’s social media accounts are public. Users who choose to interact with DCC via social media
should read the terms of service and privacy policies of these third-party service providers and those
of any applications used to access them.

Personal information that you provide to DCC via its social media accounts is collected under the
authority of the Privacy Act.
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APPENDIX 5: LINKS TO EXTERNAL WEBSITES

DCC’s website may contain links to other websites (e.g. Taleo for job postings, MERX for
procurement opportunities). By clicking on these links, you are automatically directed to these sites.
You should read the privacy policies on these sites, since they may be different from DCC'’s policy.
DCC cannot, under any circumstances, be held responsible for content displayed on the other sites
or for any disadvantages that might arise from browsing these sites.
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APPENDIX 6: PERSONAL RIGHTS

Subject to the Privacy Act, you may access, update, and correct inaccuracies in your personal
information under DCC'’s control at any time.
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APPENDIX 7: PRIVACY POLICY CHANGES

DCC may need to change this policy and will inform you by posting a notice on the DCC website. If
this policy has changed, all visits to DCC’s website will be governed by the updated version of the
policy as of the date of the published notice.

DCC W% CDC



	Website Privacy Policy
	1. Scope
	2. Purpose
	3. Personal Information
	4. Guiding Principles
	5. Collecting Your Personal Information
	6. Disclosing Your Personal Information
	7. Storing and Retaining Your Personal Information
	8. Safeguarding Your Personal Information
	9. Communicating With DCC
	10. Contact Us
	Appendices
	Appendix 1: Digital Markers (including cookies)
	Appendix 2: Web Analytics
	Appendix 3: Protecting the Security of DCC’s Website
	Appendix 4: Third-Party Social Media
	Appendix 5: Links to External Websites
	Appendix 6: Personal Rights
	Appendix 7: Privacy Policy Changes



